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Introduction 

The development of information and communication technology (ICT) has created a 

cyberspace with wide opportunities, and it has brought prosperity to many societies all over 

the world. Therefore it is essential to protect cyberspace against the threats which have 

developed at the same speed as the benefits of cyberspace. Cyberattacks can take place from 

anywhere in the world, and the numbers of organisations and individuals capable of carrying 

out such attacks are increasing. Further, the uneven development of ICT and the digital 

infrastructure across the world does not only hinder development in certain areas; it is a threat 

to global cybersecurity because it creates weak points in infrastructure and cybersecurity. It 

has implications for private citizens as well as states, but in this report the focus will be on 

how cybersecurity influences international security - not how cybercrime might affect 

individuals or companies. 

Definition of Key Terms 

Information and communication technology (ICT): ICT is technology that provides access to 

information through communication, for instance, the internet, mobile phones and social 

media.1 

Digital infrastructure: the digital infrastructures are the services and physical assets required 

to serve the information society. The line between infrastructure and digital infrastructure can 

be slightly blurry as they often work together, but common examples are the internet, mobile 

telecommunication networks, data centres, systems and digital devices like computers.2 

Critical Infrastructure: the critical infrastructures of a state are those that the state relies upon 

to the extent that their break down would severely damage the state such as health, military, 

communication and transport sectors. 

Cybersecurity: the cybersecurity is the state of security of digital systems, networks, and 

programs, and it relates to the way that they are protected. There are several layers of 

cybersecurity, namely the people interacting with networks, the procedures for how to deal 

with cybersecurity threats, and technology used for protection.3 

 
1 https://techterms.com/definition/ict 
2 https://simplicable.com/new/digital-infrastructure 
3 https://www.cisco.com/c/en/us/products/security/what-is-cybersecurity.html 
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Cyberattack: a cyberattack is a digital attack aimed at the systems, networks and programs of 

any entity, often companies, privates or governments. It can be attempted through 

ransomware which blocks the access to a device in order to extort money, malware which 

damages or provides illegitimate access to a device, and phishing which is the practice of 

sending fraudulent emails which seem reputable in order to steal data.4  

Cybersecurity norms: cybersecurity norms are non-binding rules for behaviour in cyberspace. 

Such norms are proposed by both states and international organisation although some states 

consider existing laws and norms applicable to cyberspace.5 

Personally Identifiable Information (PII): PII is information that can be used to identify an 

individual or information that can be used to identify an individual in combination with other 

relevant data can be used to identify an individual. Examples are social security numbers, 

financial information and full names.6 

Background Information 

Cyberattacks 

There are various actors who may commit cyberattacks including government sponsored 

entities, organised cybercriminals, terror groups, insiders and hacktivists. In the context of 

international security government sponsored entities, organised cyber criminals and terror 

groups are the most relevant because they possess more resources and are more organised. 

The government sponsored groups can have political, military and economic motives such as 

espionage, cyberwarfare, creating chaos and influencing the decision making in the state. 

Organised cyber criminals tend to have an economic agenda and search for profit, but such 

attacks can still cause severe damage. Terror groups aim to incite fear and create havoc, and 

might target infrastructure, PII and private consumers.7,8  

During the latest years there have been numerous cyberattacks of a smaller and a larger scale. 

The WannaCry attack targeted the digital infrastructure of the health sector worldwide in 

2017, and it has since been ascribed to North Korean hackers by the US government. In the 

same year the Russian Federation used the NotPetya malware to target Ukraine during the 

 
4 https://www.cisco.com/c/en/us/products/security/what-is-cybersecurity.html 
5 https://www.cisco.com/c/en/us/products/security/global-cybersecurity-norms-nation-state-accountability.html 
6 https://www.investopedia.com/terms/p/personally-identifiable-information-pii.asp 
7 https://www.mmc.com/insights/publications/2018/nov/global-cyber-terrorism-incidents-on-the-rise.html 
8 https://www.csoonline.com/article/3203804/know-your-enemy-understanding-threat-actors.html 
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conflict between the two states. NotPetya is an example of what a government sponsored 

attack can do, and it quickly spread across the world to influence among others the shipping 

industry, the food industry and pharmaceutical companies. The total cost is estimated to be 

$10 billion.9  

Critical infrastructure 

Most of the critical infrastructure is linked to the internet and ICT meaning that they are 

vulnerable to cyberattacks. The nature of these attacks make them difficult to handle because 

they do not necessarily target one specific actor, the source of the attack and the motivation 

are difficult to identify, they are easier to carry out than previously and the time of the 

infiltration is not necessarily the time of the attack. Examples of vulnerable sectors are the 

health sector, communication sector, energy sector, financial sector, transportation sector, 

military sector, and all of these can only exist through a complex system of digital 

infrastructure. 

Millions of people rely on the health sector every day, but traditionally only the outer borders 

of hospitals have been considered in terms of security. Now there is a starting realisation that 

the systems and equipment used within the institutions must be protected as well. The 

WannaCry attack from 2017 effectively illustrated the chaos that a cyberattack can cause by 

disrupting the digital infrastructure in the form of systems and equipment. Part of the problem 

is that not all hospitals have the economic means to take the necessary precautions or to 

replace outdated equipment, but the fact that the medical staff might not recognise the 

importance of cybersecurity is equally important. Cybersecurity can only be improved when 

the human side is considered as well.10 

Another sector threatened by the developments in cyberspace is the transport sector which 

today is closely linked to the internet. The interference with the transport sector could cause 

chaos and loss of lives at land, in the air and at sea. A deliberate derailment of a train or the 

collisions of automatic vehicles are all possible scenarios if the systems of the sector are not 

protected.11 The financial sector has traditionally been in front in terms of cybersecurity due 

to the large amounts of data and monetary resources they store. However, financial services 

continue to change and thus new threats develop. The increasing availability of mobile phone 

apps and web portals create new vulnerabilities as well as third party vendors and their 

 
9 https://www.mmc.com/insights/publications/2018/nov/global-cyber-terrorism-incidents-on-the-rise.html 
10 https://www.theverge.com/2019/4/4/18293817/cybersecurity-hospitals-health-care-scan-simulation 
11 https://www.intelligenttransport.com/transport-articles/17693/cyber-security-the-big-unknown/ 
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supply chain. The third party vendors can serve as a way into the digital infrastructure of 

financial institutions.12 These are not the only critical industries vulnerable to cyberattacks 

but they effectively illustrate the severe consequences for the security of a state that 

cyberattacks may have.  

Elections 

Another system that deserves special attention is that of digital elections. Recently several 

states have started to employ electronic voting machines as well as online voting. Particularly 

in rural areas where the population density is low and in states with a large number of voters 

these systems are advantageous and increase voter turnout. However, these systems are 

vulnerable to cyberattacks against the core of democratic states; the elections which provide 

the legitimacy of democratic leaders.13 

Estonia has since 2005 employed online voting for all national elections, and Australian, 

Canadian and American states use online voting systems for some elections. In some places 

the online voting systems are used in combination with paper votes as an extra safety 

measure, but when online voting stands alone many experts have criticised it as insecure.14 

Online voting systems are obvious targets for government sponsored entities and other actors 

wishing to influence the policies of another state which was evident during the American 

election in 2016 when Russia was accused of interference in the election. Therefore voting 

systems are an essential part of the digital infrastructure of the state that must be protected if 

the legitimacy of the politicians and trust in the system are to be conserved. 

Main Parties Involved 

International Telecommunication Union (ITU): The ITU is the special UN agency working 

with the proliferation of ICTs. It is the aim of the ITU to support the proliferation of ICTs for 

peaceful purposes to enhance development around the world by supporting capacity building, 

particularly in developing countries. To ensure the peaceful usage of ICTs the ITU has done 

research into the realms of cybersecurity and remains one of the most important UN entities 

regarding ICT and cybersecurity.15,16 

 
12 https://www.bitsight.com/blog/cybersecurity-and-banking-3-trends-to-watch-in-2019 
13 https://www.csoonline.com/article/3269297/online-voting-is-impossible-to-secure-so-why-are-some-governments-using-
it.html 
14 https://www.csoonline.com/article/3269297/online-voting-is-impossible-to-secure-so-why-are-some-governments-using-
it.html 
15 https://www.itu.int/en/about/Pages/default.aspx 
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Global Commission on the Stability of Cyberspace (GCSC): The GCSC is established with 

the specific purpose of monitoring cyberspace to ensure and advocate its stability. It brings 

together different stakeholders and works to support capacity building and information 

exchange. The commission has also contributed to establishing norms and principles for the 

regulation of cyberspace.17 

The European Union Agency for Cybersecurity (ENISA): ENISA is focused on the EU 

member states and provides advice on capacity building, supports policy implementation and 

gives recommendations and expert advice regarding cybersecurity.18 As a representative for 

EU states it wishes for freedom in cyberspace as well as in the physical world. The EU 

generally believes that existing international law should be applied to cyberspace. 

USA: The US has invested heavily in cybersecurity and takes the second place in the ITU’s 

Global Cybersecurity Index in 2018. Cybersecurity is recognised by the US as a major threat 

to national security. The US aligns itself with Europe on matters regarding cyberspace and 

the freedom of the internet. 

China: China is well on its way to developing strong cyber-capabilities, but it does not align 

itself with the EU or the US on the issue. It takes the stance that more control is necessary, 

and that new norms must be developed because cyberspace is fundamentally different from 

the physical world. China is one of the actors which has been accused of interference and 

cyberattacks in the past. 

Russia: Russia is one of the world’s most digitally developed states and takes a leading role. 

Similarly to China it has been accused of cyberattacks and interference in the past, the 2016 

American election being one of the most prominent examples. Ideologically it aligns itself 

with China regarding cybersecurity. 

Previous Attempts to Solve the Issue 

Even though cybersecurity has not been debated to the same extent as other security concerns 

in the UN there have been several attempts to solve the issue during the past two decades. In 

2002 a resolution titled ‘Creation of a global culture of cybersecurity’ was passed by the 

General Assembly,19 and it details several measures which should be taken to increase 

 
16 https://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx 
17 https://cyberstability.org/ 
18 https://www.enisa.europa.eu/about-enisa 
19 https://digitallibrary.un.org/record/482184 
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cybersecurity. Other resolutions have been passed regarding ‘Developments in the Field of 

Information and Telecommunications in the Context of International Security’, notably a 

resolution titled ‘Advancing responsible State behaviour in cyberspace in the context of 

international security’ in 2018 sponsored by the US.20 The Russian Federation proposed 

another resolution which was also passed, and it mandated an open ended working group 

(OEWG) to continue the work of the UN regarding cybersecurity in combination with the 

GGE mentioned beneath.21  

The Group of Governmental Experts on Developments in the Field of Information and 

Telecommunications in the Context of International Security (GGE) is another measure the 

UN has taken to strengthen cybersecurity and prevent cyberattacks. Since 2004 there have 

been six GGEs which have contributed to outlining the global cybersecurity agenda and 

clarified how international law could be applied to cyberspace. In that way the GGEs take a 

leading role in developing norms and principles for the use of cyberspace even though the 

experts could not reach a consensus report in 2017.22 

The report of the Secretary General concerning developments in the field of information and 

telecommunications in the context of international security has brought together various 

states’ view upon the issue, and it can be used to get an idea about what problems different 

states face and how they intend to solve them.23  

The Global Cybersecurity Index (GCI) created by the ITU is an important step to raise 

awareness about the importance of cybersecurity and to what extent different states have 

managed to protect themselves against cyber threats. It combines technical, legal and 

organizational strands, but like many of the other measures it does not ensure that the 

problems pointed out are solved.24 

At a national level many states have established Computer Emergency Response Teams 

(CERTs) which are sometimes called Computer Security Incident Response Team or 

National Computer Incident Response Team. These teams are responsible for quickly 

stepping in to assist government agencies or other actors targeted by a cyberattack to increase 

the reaction time and improve the response to attacks. National Cybersecurity Strategies 

 
20 https://undocs.org/A/C.1/73/L.37 
21 https://www.cfr.org/blog/united-nations-doubles-its-workload-cyber-norms-and-not-everyone-pleased 
22 https://dig.watch/processes/un-gge 
23 https://undocs.org/A/72/315 
24 https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx 
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(NCS) are another aspect of what can be done at the state level though there are still states 

without NCSs. 

Possible Solutions 

Solutions to issues regarding critical digital infrastructure and cyberattacks include 

confidence building measures such as communication, constraint, transparency, and 

verification in order to prevent the escalation of any crisis in cyberspace and decrease 

tension.25 International information sharing is closely related to confidence building as it is a 

form of communication, and enhances security by learning from the frontrunners.  

Capacity building is fundamental to the establishment of good cybersecurity standards which 

can prevent protect the digital infrastructure. Often capacity building has been focused on 

developing countries, but it is important to mention that not all states considered developed 

have correspondingly well-developed cybersecurity capacities. Technical training and advice 

to countries with lower levels of cybersecurity is closely linked to capacity building, and the 

interconnectedness of cyberspace means that the global cybersecurity is dependent upon 

bridging the differences in protection levels. However, it has also been mentioned that the 

development of offensive capabilities should not be encouraged.26 

In the realms of cybersecurity the focus has been on norms and principles rather than binding 

law due to the differences in capability and ideology. Establishing international rules for how 

to apply existing international law to cyberspace and whether they can be applied to 

cyberspace is an important point of discussion. Voluntary norms for responsible behaviour of 

states in cyberspace is one line of action in the hope that they will develop into international 

law, whereas establishing binding treaties for how, for instance, the Law of Armed Conflict 

should be used in cyberspace is another line of action.27,28 
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26 https://www.tandfonline.com/doi/full/10.1080/13600826.2019.1569502 
27 https://dig.watch/processes/un-gge 
28 https://undocs.org/A/72/315 
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